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—astvue and KCSIE 2024

The Department for Education (DfE) have published an updated version of the
statutory safeguarding and child protection guidance for schools in England.
Keeping Children Safe in Education (KCSIE) 2024 will replace KCSIE 2023
when it comes into force on September 1, 2024.

While the 2023 guidelines focused on web filtering and monitoring, the
2024 guidance zeroes in on security, and specifically data protection.

Fastvue is a simple to implement, cost-effective, user-friendly, on-premise
reporting tool. Any data generated by Fastvue remains within the school’s
domain, it does not get sent to the cloud, and is not accessible by anybody
who does not have access to the domain making it fully compliant with the DfE
Data Protection guidance for schools (DfE, 2024b) without the need to put in
place any additional processes or procedures.

Filtering and Monitoring

Standards (Dfe, 2024)

The senior leadership team are
responsible for: procuring filtering and
monitoring systems...overseeing reports

How Helps

Fastvue provides the capability to provide
both ad-hoc real-time reports, scheduled
reporting that can be automatically emailed
in a variety of formats to senior leaders,
and retrospective reporting on a number of
criteria including user, date, site category,
site and department

You need to understand:...what your
filtering system currently blocks or
allows and why...

Fastvue’s simple user interface makes it
very easy to maintain and report on what is
being blocked in real time

Check that your filtering system is
blocking access to:

© illegal child sexual abuse material
*  unlawful terrorist content

° adult content

Fastvue contains detailed keyword
blocking that covers, specifically, self-
harm, extremism, drugs and adult/profanity.
As a member of the Internet Watch
Foundation (IWF), our keywords and
categorization stay current. In addition, we
provide the capability to add keywords, for
instance to cater for local nuance.

Your filtering system should block
harmful and inappropriate content,
without unreasonably impacting
teaching and learning

Fastvue has the capability to very closely
exclude certain keyword associations,
preventing reporting of safe searches that
may include ‘trigger’ words.

Your filtering systems should allow you

to identify:

©  device name or ID, IP address, and
where possible, the individual

*  the time and date of attempted
access

©  the search term or content being
blocked

Fastvue’s reporting provides detailed real-
time and retrospective reporting on
individual online activity, including time and
date. search terms, sites visited, time spent
on any site, blocked sites, site categories
(unacceptable, acceptable, blocked etc),

Device monitoring can be managed by
IT staff or third-party providers, who
need to make sure that:

° monitoring data is received in a
format that your staff can
understand

¢ users are identifiable to the school
or college, so concerns can be
traced back to an individual,
including guest accounts

Fastvue takes deeply technical data and
translates it into easy-to-understand
reports that can be consumed and
understood by non-technical, non-IT staff,
reducing the burden on the IT team while
making the data useful.

Fastvue reports on a per-user basis and
any account accessing the firewall,
including guest accounts.

Fastvue’s unique ‘Site Clean’ technology
takes complicated log data and translates
it into usable information reflecting the real
browsing behaviours of staff and students.
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KCSIE 2024 — \What’s New?

The single biggest change in KCSIE 2023 related to
‘Filtering and Monitoring’, the changes in KCSIE
2024 relate to security, and most importantly data
protection.

“The updated guidance recommends that education
professionals read the DfE Data Protection guidance for
schools (DfE, 2024Db).

“This guidance is aimed at school staff, governors and
trustees and sets out how to: comply with data
protection law; develop data policies; understand what
staff and pupil data to keep; and prevent personal data
breaches.”

Source: CASPAR briefing on key updates to statutory gquidance for
schools in England made in 2022, 2023 & 2024

Simplify your internet usage
reporting

Clear, comprehensive internet usage reports and
alerts for schools and businesses, built for the
world's leading firewalls.

Fastvue’s real-time school internet monitoring
proactively detects risky online behaviour. This
enables schools to meet their duty of care and look
after student welfare and well-being online, while
allowing greater internet access and improving
learning outcomes.

Create a safer online environment — for everyone.
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