Swivel Secure Overview
Adaptive. Active. Authentication
Trusted by major global enterprises, Swivel is a proven, flexible two
factor authentication platform that’s helping millions of users work
more efficiently, anywhere, anytime and enhancing IT security.

Authentication your way
Swivel is the authentication platform of choice worldwide. From
start-ups to major global enterprises, we provide cutting-edge IT
security solutions in over 30 countries, and on every continent.
At Swivel we don’t take a ‘one size fits all’ approach. Instead we offer
a choice of authentication solutions that can be tailored to meet your
organizations constantly evolving requirements and your budget.
Whatever you need to securely connect to and whatever devices you
want to use, we can make it happen–securely and seamlessly.
It’s a scalable, resilient enterprise-grade authentication platform.

Protection where you need it
The key to Swivel is the variety and flexibility available with our
products – we can meet all your authentication requirements. Swivel
provides authentication solutions for Cloud, Web VPN and VDI
applications, so one solution really can cover all your organization’s
needs. No matter what your users need to access and where they
are accessing it from, they can follow the same simple process to
login quickly and securely.

Security your way
Tokenless or tokens – you choose. With the Swivel authentication
solution you have all the tools you need; Mobile App, SMS,
Telephony, OATH tokens and integrated in-browser imagery. You can
use any option or combination thereof.

Maximize Security
If you are concerned about the risks associated tokenless
authentication solutions and sending one-time-codes direct to
a user’s mobile then don’t be. With Swivel you get the option to
further strengthen your two factor authentication with our patented
PINsafe technology.

Questions Answered
Integration

Management costs

Swivel can be easily integrated with all of the

Swivel is designed to keep management

usual market leading VPNs and other remote

costs low, by offering the following features.

access solutions – from Vendors including
Juniper, Citrix, Cisco, Microsoft, Checkpoint,
Sonicwall, Netgear, to mention a few. It can
also integrate with J2EE, .Net and LAMPbased web applications.
Equally, Swivel can be synchronised with
your existing user repositories, such as
Active Directory (no schema changes
required) or SQL-based database, to create/
delete user accounts.

• A range of user self-help (account reset, PIN
changes, token resync).
• An easy to use helpdesk screens.
• Single-click PIN reset, account unlock.
• Automatic processes for account creation,
account deletion, account reset.

Licence terms
Swivel is licenced on a per-user basis.
Perpetual and SaaS prices are available.

Meet compliancey requirements
Swivel can ensure a compliant system where
two-factor authentication is required, such as
PCI, PCN, Hippa and ISO Compliance.

Mobile platforms and SMS providers
The mobile client is available for all current
smartphone platforms including iOS (Apple),
Android, Blackberry and Windows Mobile.
Swivel integrates with over 40 different SMS
aggregators/suppliers and more are being
added all the time.

Swivel can also be purchased as a software
application or on a purpose-built appliance.
Appliances can be physical or virtual and
are available in a range of high-availability
configurations.

Adaptive authentication
Swivel enables adaptive authentication
through enhanced identity access controls
based on
• Managed Devices (X509 Certs)
• Trusted Networks (Local/Remote)
• Policy Rules: PINsafe

What authentication interfaces are
supported?

• Time of Day

Swivel supports RADIUS-based

• Policy Rules: Authentication Methods

• Application Specific Access Rules

authentication, SAML-based authentication
and ADFS-based authentication for cloud
applications and there is also a proprietary
XML-based API available.
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